strategy plan example

I. Overview

This example strategy plan details findings (gaps), a strategic design (the big picture to grow the security program), and the strategic action plan (actions we will take) for your company’s cybersecurity program. 

II. Gap Analysis 

The gap analysis is derived from the findings from the CISO MindMap Assessment. It identifies gaps in your program so you can develop a strategy to minimize risk, drive program maturation, and enable business objectives.

Below are the current core processes for the program: monitoring, prioritizing, and finishing tasks. It is important to note that the program is mainly reactive rather than proactive, resulting in increased manual and interrupt-driven work, and delays in supporting business objectives.
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Image 4. Sample current state process diagram.

The table below details current gaps by security functional area, highlighting the rated risk, functional categories applicable to the assessment, highest risk areas, what is needed, and the design need (build, validate, and measure, which are detailed later in this chapter; see image 5).

	[bookmark: _Hlk512242602]Security Functional Area + Risk
	Current Gaps
	
	Strategy Design
	Design Category

	Budget
Partially
High risk
Reactive
	· Inconsistent IT project alignment, or CapEx or OpEx alignment.
	
	· Work with IT to better align projects.
· Collaborate with Finance to capture CapEx/OpEx.
	Build

	Business 
Enablement
Partially
High risk
Reactive
	· Much of security is driven by customer requirements, not business partnerships. 
	
	· [bookmark: _Hlk511991224]Build business partnerships to develop solid business and security alignment.
	Build

	Risk Management
Partially
High risk
Reactive
	· Lack of full vulnerability management of cloud and corporate systems.
· No threat intelligence, toil with OSINT. 
	



	· Full implementation of vulnerability management in all environments.  
· Integrate threat and emerging cyber intelligence.
	Validate

	Security 
Operations 
Partially
High risk
Reactive
	· Driven by MSSP.
· Limited/no threat detection.
	
	· Establish SOC for daily MSSP monitoring and integrity.
· Add threat detection capability.
	Validate

	Compliance and 
Audits
Partially
High risk
Proactive & Reactive

	· No completed questionnaire (e.g., SIG, CAIQ) to support regular audits.
	
	· Tool to automate audit questionnaires. 
· Complete SIG and CAIQ.
	Build, Assure, Validate

	Legal and Human 
Resources
	· Increasing customer contract reviews.
· Minimum Standard Security Exhibit.
	
	· Expand standard Security Exhibit.
· Train multiple security team members to support.
	Build,
Assure


Table 8. Example gaps to strategic design and design categories.

III. Strategic Design

This portion of the plan outlines the future state of your company’s cybersecurity program, with a focus on shifting to a proactive program validated by compliance, regulations, and standards. It focuses on long-term requirements to ensure repeatability, scalability, personnel resourcing, and balanced budgets. 

Your gap analysis may reveal a great deal of reactive processes and toil that impact your ability to grow the cybersecurity program and adequately align with the business objectives. Further, you may lack a cyclical process to make continuous adjustments based on emerging cybersecurity and business trends. To address these sorts of problems and more, focus on three key strategy categories: Build, Validate, and Measure.
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Image 5. Sample future state, cyclical process diagram.

Objective 1: Build a cybersecurity program that instills trust and ensures proper business alignment and growth by following industry standards and compliance.

Build Strategy Design

· Produce documentation and outward messaging that communicates the projects of your global security program, clarifies standardized infrastructure, and promotes assurance and trust.
· Mature your cybersecurity program by backing it with industry-recognized standards, compliance, and regulatory requirements.
· Enable business continuity planning and validate testing to assure customers of the startup’s availability and uptime.
· Create budget forecasting and tracking to ensure you have the appropriate resources (people, tools, and information) to analyze global cyber risks.
· Integrate security into all phases of business, SDLC, DevOps, and other relevant business functions.

Objective 2: Validate that you have proactive activities that allow you to (1) maintain awareness of emerging threats, (2) certify security, privacy, and data protection, and (3) provide substantive information and active responses to global threats.

Validate Strategy Design

· Design a security operations function to evaluate and respond to incidents, including though threat detection and prevention based on global threats and emerging cyber trend awareness capability.
· Integrate all cloud and corporate assets into the vulnerability management process.
· Implement and validate all system logs in the SIEM.
· Provide internal penetration testing capabilities and external reports to validate product cyber hygiene.
· Add forensics capabilities and procedures to incident response protocols.
· Develop reporting and incident escalation criteria based on security risks and train cross-functional teams in the company’s broader incident response capacities.
· Integrate intrusion detection system (IDS) and logs into the SIEM.

Objective 3: Measure the security program against industry leaders using globally recognized standards and governance practices to reduce risk and increase confidence and assurance.

Measure Strategy Design

· Map the program to all of your company’s compliance and standards. 
· Perform quarterly internal assessments of compliance standards, gather quarterly artifacts, and validate the effectiveness of security controls to expand them beyond compliance.
· Include code analysis review (and potentially approval) as part of software releases.
· Perform risk assessments annually and during major business revisions.
· Provide additional physical security training.
· Work with Legal to define a standard contract security exhibit that captures the security program and its capabilities.

VI.  Strategic Action Plan

This example strategic action plan outlines changes to the cybersecurity program based on the gap analysis and strategic design. It details future functional areas, functional responsibilities, and goals to close gaps and achieve strategic design objectives. 

Furthermore, the strategic action plan outlines the future functions and responsibilities of the company’s cybersecurity team to enhance our operational and business alignment capabilities. It also defines proactive, repeatable processes to meet the demands to protect security, privacy, and data protection and enhance business enablement, security operations, governance, risk, and compliance.

Mission Statement

This example mission statement encompasses the objectives of a security program and how it aligns with the broader business. You can also modify the example mission statement provided below:

Example
	Company endeavors to gain customer trust by delivering software and services that provide security and privacy by design throughout the customer lifecycle, backed by globally recognized standards, compliance, and regulations.



Future Security Organization and Staffing

►Add your future InfoSec Organizational Chart. ◄

1. Office of the Chief Information Security Officer

The office of the CISO oversees the cybersecurity strategic vision and daily operations, providing direction and guidance for resourcing, staffing, training, operational de-mystification and prioritization, and decision authorization and coordination with appropriate decision-makers to align with the business. To satisfy these objectives, the CISO will:

· Oversee the cybersecurity program and security operations mission, developing policies, processes, and procedures to support the business objectives.
· Create a culture of ambassadorship, where security leads the program at the forefront and removes the traditional ‘office of no’ barriers.
· Mature the cybersecurity program to instill trust following industry-recognized standards, compliance, and regulatory obligations.
· Partner with internal and external resources (law enforcement, consulting firms, regulatory bodies, etc.) to mitigate cyber or data incidents, preserve corporate brand and reputation and meet regulatory criteria.
· Produce documentation and messaging and communicate the overall cybersecurity program and security ROI (return on investment).
· Provide contract support, security, privacy documentation, and guidance to support sales and reduce overall risk to the company.
· Contribute to a standardized infrastructure, product designs, minimum security standards, and messaging that promotes trust.
· Enable business continuity and disaster recovery to supportable recoverability during a disaster within the scope of your company’s business and operations.
· Create a budget and resource forecasting to ensure the company maintains adequate resourcing (people, tools, information) to aggregate, analyze, and respond to global cyber risks.
· Expand awareness (newsletters, lunch and learns, whitepapers, etc.).
· Design a compliance framework that maps to various standards to provide validation to develop and maintain confidence and trust (HITRUST, PCI, etc.).
· Integrate cybersecurity into all business phases, including software development, operations, support, and other relevant business functions.
· Forecast staffing to address identified gaps and enhance business alignment.

2. Security Operations

Security Operations is responsible for understanding and identifying cyber threats, coordinating incident response capability, and overseeing cyber and incident mitigation. This includes monitoring cyber threat intelligence feeds, security monitoring (SIEM) alerts, and OSINT (opensource intelligence), evaluating and determining TTP (tactics, techniques, and procedures), providing indicators for monitoring and blocking (IDS/IPS), and providing guidance for affect-ed assets and infrastructures. To satisfy these objectives, Security Operations will:

· Transition from SOC response to a Security Operations function for threat detection, prevention, incident response, and forensics.
· Develop a threat and emerging cyber trend awareness capability, playbooks, and threat modeling.
· Integrate vulnerability management into the normal patch cycle for a standardized patching cadence.
· Shift to validating and providing patch priority guidance to IT, DevOps, Engineering, and other stakeholders based on global threats and patch management plan.
· Integrate all cloud and IT assets into the company’s vulnerability management process.
· Collaborate and interface with external resources (e.g., IT-ISAC) and integrate threat intelligence into security Operations.
· Add forensics capability and procedures that, at minimum, check for potential security breaches, practices dangerous to security, and data exfiltration.
· Develop and implement internal penetration testing capability, including tools (white box, etc.).
· Create processes to validate penetration testing findings, capture compensating controls, and track closure or acceptable risk.
· Integrate into code analysis review (potentially approval) as part of the SDLC.
· Create a threat picture for internal consumption demonstrating the risk to the company’s systems, infrastructures, and product offerings.
· Oversee or assist in developing countermeasures or compensating controls based on cybersecurity events or threats.

3. Compliance and Audit

The Compliance and Audit function is accountable for developing compliance mapping and evaluating industry leaders to continue the maturation of our compliance program. This includes creating and evaluating regulatory, legal, representations, and warranties to ensure that your company conforms to its agreements. To satisfy these objectives, Compliance and Audit will:

· Map applicable compliance and standards to develop a compliance framework.
· Establish and perform business risk assessments annually and during major business revisions to ensure that any changes to the company’s compliance framework do not impact it.
· Automate assessments and artifact collection using agile stories and examples that satisfy the compliance standard to decrease the burden on others (e.g., DevOps). 
· Identify gaps in security training to ensure compliance.
· Identify deficiencies in standard Agreements and security and privacy Exhibits.
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